squid pdiss 9 3 y20

royaflash :lazl o b

royaflash: clo>! slozslo jo U




Cyion Sl So o8 (s e Y nl pjlgsasl g () drela 4 @i 20 g, Alie (g

Pl 0,5 bl S g die) )0 09,5 ST edks (uien

il 09,5 (pl yo o Lol a5 puiee Jloxli > royaflash-linux

oo & ooy deanl & wdgies g )dleciig geolile Sl 4igS o

royaflash@yahoo.com

RVELY JL*’)‘

o5 o 25 5

royaflash-linux og,5 4 o  3>le

P G Seid 095 4 ol gxle

e (gl Cadbge (593, L



mailto:royaflash@yahoo.com
http://royaflash.wordpress.com/
http://groups.google.com/group/tabrizlug
http://groups.yahoo.com/group/royaflash-linux

SQUID

Proxy Server
O 057 650 LS g 5 9 (o0 Cape | 4D Kol g (9055 iyl Sl oS Jls nl oo
&_i'{ Mo d)@-ﬁ)—’ 6L£b ool u.A.AlJ l; J.J‘BJ ° 0D  yud § gt u.,l..x.S ° r@.b‘)& ‘) ‘S,Lu.wo J).qu ladsew uo;

%ng gEEY G,L..ww O ?.‘"Le‘.':.wlj})o wilgs = e, S gl = ‘:gg\)b’ Sl 38l o, jgtin g Ao
5 ,pseauabi b g auS sld ol oo jled 4 cenlial a5 1) olas

Proxy
gﬂlgw@w)ow@ﬁw,g)uguqugwgm&@m)\ps%gww

WS oo cblax 55 Al sl Covgzge 1,0 s ol B 1 Co il 4 oliiws oS
WS o0laiwl 3128 & e 0,leds 5l 5,0 & yee 4 squid

S (0 o3liinl 5095 Lo j8 5l sqUId g (55,5 (29, Holaie 4

[root@localhost /]#chkconfig

squid on
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[root@localhost /]#vi
lete/squid/squid.conf

acl pooya acl
192.168.10.0/255.255.255.0

acl mornings time 08:00-12:00
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http-access permit pooya or http-access permit
192.168.10.0

http-access allow mornings
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http-access deny
192.168.10.100
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[root@localhost /J#usr/local/etc/allowed-
sites.squid
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[root@localhost /]#usr/local/restricted-
sites.squid

WWW.XYyZ.com
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[root@localhost /]#vi /etc/squid/squid.conf

acl Good sites dstdomain ''/usr/local/etc/allowed-
sites.squid"'

acl Bad sites dstdomain "' /usr/local/etc/resticted-

sited.squid"'
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http-access deny Bad sites

http-access allow pooya morning Good sites
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mount /mnt/cdrom
rpm -Uhv /mnt/cdrom/RedHat/RPMS/squid-*.rpm

umount /mnt/cdrom
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apt-get install squid
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cd squid-2.3.STABLE4
Jconfigure
make all

make install
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acl privatenet src 192.168.0.0/255.255.0.0

http_access allow privatenet

cache_effective_user squid

cache_effective_group squid
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cache_access_log /var/log/squid/access.log
cache_log /var/log/squid/cache.log

cache_store_log none
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cache_peer proxy.yourisp.com parent 3128 3130

prefer_direct off
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cache_peer proxy.yourisp.com parent 3128 7 no-query default

prefer_direct off
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cache_peer theotherproxy.yournetwork.com sibling 3128 3130
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acl nastyfile dstdom_regex -1 WIN[.*]BUG[.*]EXE

http_access deny nastyfile
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authenticate_program /your/authentication/program
acl validusers proxy_auth REQUIRED

http_access allow validusers
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auth required /lib/security/pam_stack.so service=system-auth

auth required /lib/security/pam_nologin.so

account required /lib/security/pam_stack.so service=system-auth




password required /lib/security/pam_stack.so service=system-auth

session required /lib/security/pam_stack.so service=system-auth
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authenticate_program /usr/lib/squid/pam_auth
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httpd_accel_host virtual
httpd_accel_port 80
httpd_accel_with_proxy on

httpd_accel_uses_host_header on
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# apt-get install squid
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#SQUID PORT

http_port 8080

hierarchy_stoplist cgi-bin ?
acl QUERY urlpath_regex cgi-bin \?
no_cache deny QUERY

cache_mem 16 MB




maximum_object_size 4096 KB

maximum_object_size_in_memory 10 KB

#CACHE DIR CONFIG
cache_dir ufs /var/spool/squid 512 16 512

#LOGS
cache_access_log /var/log/squid/access.log
cache_log /var/log/squid/cache.log

cache_store_log /var/log/squid/store.log

hosts_file /etc/hosts

refresh_pattern tp: 1440 20% 10080
refresh_pattern ~gopher: 1440 0% 1440
refresh_pattern . 0 20% 4320

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255
acl to_localhost dst 127.0.0.0/8

# OUR LOCAL LAN
acl local src 192.168.0.0/255.255.255.0

acl SSL_ports port 443 563

acl SSL_ports port 873

acl Safe_ports port 80 21 443 563 70 210 631 901 1025-65535
acl purge method PURGE

acl CONNECT method CONNECT

http_access allow manager localhost local

http_access deny manager

http_access allow purge localhost




http_access deny purge

http_access deny !Safe_ports
http_access deny CONNECT ISSL_ports
http_access allow localhost

http_reply_access allow all

#HOSTNAME

visible_hostname power

#TRANSPARENT PROXY
httpd_accel_host virtual
httpd_accel_port 80
httpd_accel_with_proxy on

httpd_accel_uses_host_header on

store_avg_object_size 50 KB

coredump_dir /var/spool/squid

#DELAY POOLS

acl magic_words1 url_regex -1 192.168

acl magic_words2 url_regex -i ftp .exe .mp3 .vqf .rpm .zip .tar.gz .gz rar .avi .mpeg
.mpe .mpg .qt .ram .rm .iso .raw .wav .mov .swf

acl day time 08:00-23:59

delay_pools 2

delay_class 1 2
delay_parameters 1 4500/40000 4500/40000

delay_access 1 allow magic_words1

delay_class 2 2
delay_parameters 2 4500/40000 4500/40000

delay_access 2 allow day




delay_access 2 deny !day

delay_access 2 allow magic_words2
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squid -z #
etc/init.d/squid start/ #

pledl transparent proxy sl |, iptables clodais o i il STesl Wb g0, S0 5 pdais gom al> 0 5o
13,5 ool 5 il ool Con Sl S5l lei oo L5l sly o

#!/bin/sh
IPTABLES=/sbin/iptables
$IPTABLES -F




$IPTABLES -t nat -A PREROUTING -i lanl -p tcp --dport 80 -j REDIRECT --to-port
8080
$IPTABLES -A POSTROUTING -t nat -o ppp0 -j MASQUERADE

echo 1 > /proc/sys/net/ipv4/ip_forward

echo Starting Internet Connection Sharing...

S al>lchmod +x b 15T g 00,5 o p5-3ics aile ool b fete/initd as-ls jo 1) co Sl ol conl SIS
dsled oolainl 3 jeiws jleosd Ll g sn jo aSLl 6ly

#In -s /etc/init.d/ics /etc/rc2.d/S99ics
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This is a collection of example Squid Configurations intended to demonstrate the flexibility of

Squid.

Warning: Any example presented here is provided "as-is" with no support or guarantee of
suitability. If you have any further questions about these examples please email the squid-users

mailing list.
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Online Manuals

We now provide an the Authoritative Configuration Manual for each version of squid. These
manuals are built daily and directly from the squid source code to provide the most up to date

information on squid options.

For Squid-2.6 the Manual is at http://www.squid-cache.org/Versions/v2/2.6/cfgman/

For Squid-2.7 the Manual is at http://www.squid-cache.org/Versions/v2/2.7/cfgman/

For Squid-3.0 the Manual is at http://www.squid-cache.org/Versions/v3/3.0/cfgman/

For Squid-3.1 the Manual is at http://www.squid-cache.org/Versions/v3/3.1/cfgman/

A combined Squid Manual can be found at http://www.squid-cache.org/Doc/config/ with details on

each option supported in Squid, and what differences can be encountered between major Squid

releases.

Current configuration examples

Authentication
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ConfigExamples/Authenticate/MultipleSources

ConfigExamples/Authenticate/Mysql
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ConfigExamples/Authenticate/NtImWithGroups

10.ConfigExamples/Authenticate/Radius

11.ConfigExamples/Authenticate/WindowsActiveDirectory

Interception

Overview and explanation

WCCP v1 overview

WCCP v2 overview
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ConfigExamples/Intercept/AtSource
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15.ConfigExamples/Intercept/LinuxIpfwadm

16.ConfigExamples/Intercept/LinuxLocalhost

17.ConfigExamples/Intercept/LinuxRedirect

18.ConfigExamples/Intercept/OpenBsdPf

Reverse Proxy (Acceleration)

1. ConfigExamples/Reverse/BasicAccelerator

ConfigExamples/Reverse/ExchangeRpc

ConfigExamples/Reverse/MultipleWebservers

ConfigExamples/Reverse/OutlookWebAccess

ConfigExamples/Reverse/SsIWithWildcardCertifiate

A

ConfigExamples/Reverse/VirtualHosting

Instant Messaging / Chat Program filtering

Overview and explanation

1. ConfigExamples/Chat/Aim
ConfigExamples/Chat/Aol

ConfigExamples/Chat/Gizmo

ConfigExamples/Chat/Icq

ConfigExamples/Chat/MsnMessenger

ConfigExamples/Chat/Skype

ConfigExamples/Chat/Trillian
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ConfigExamples/Chat/YahooMessenger

Multimedia and Data Stream filtering
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. ConfigExamples/NatAndWccp2

10.ConfigExamples/PhpRedirectors

11.ConfigExamples/SquidAndWccp2

12.ConfigExamples/ Wcep2AndNat
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Strange and Weird configurations

This is a section for weird (and sometimes wonderful) configurations Squid is capable of. Clued in

admin often find no actual useful benefits from going to this much trouble, but well, people seems

to occasionally ask for them...

1. ConfigExamples/Strange/RotatingIPs

External configuration examples

* http://freshmeat.net/articles/view/1433/ - Configuring a Transparent Proxy/Webcache in a Bridge
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using Squid and ebtables (Jan 1st, 2005)

Create new configuration example

Choose a good WikiName for your new example and enter it here:



http://wiki.squid-cache.org/WikiName
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